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Opakovani

@ archivace, komprimace — tar, gzip, gunzip,
@ vzdalené pripojeni — ssh, logout
e pfipojeni zvendi — kelvin, raman
o slozka ~user/public_html/ dostupnd pres
http://kfe.fjfi.cvut.cz/~user/

@ prenos souborli — scp, sftp, mc,
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Autentizace SSH

Sifrovani:

@ symetrické — obé& strany Sifruji spole¢nym klicem (AES, Twofish,
Blowfish, RC4, 3DES, ...)

@ asymetrické — jedna strana pouziva verejny kli¢, druha strana
privatni kli¢ (DSA, RSA, eliptické kfivky, ...)

autentizace SSH:
@ heslem — (ne)interaktivné zadané heslo
@ klicem — kombinaci vefejny—soukromy kli¢ (DSA, RSA, X.509)

@ (GSSAPI — pres autorizalni server)
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Autentizace SSH

client server

client initiate SSH connection

server sends a random message

client encrypt the random message using its
private key and send to server

server decrypts the message using the
public key
if message is same then client is granted access
else access denied

https://www.dyclassroom.com/reference-server/how-to-setup-ssh-key-basedrauthentication-on-1linux-server
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https://www.dyclassroom.com/reference-server/how-to-setup-ssh-key-based-authentication-on-linux-server

Autentizace SSH

lokalni postup:

© vygenerovani paru verejny +
privatni kli¢

@ prenos verejného klice na
server*

© pridani soukromého klice
prihlasovacimu agentovi

postup na serveru:

© pridani verejného klice mezi
akceptované

Q uklid

© zabezpeceni

ssh-keygen -t dsa

scp ~/.ssh/id_dsa.pub
uzivatel@server.domena:~/
ssh-add ~/.ssh/id_dsa

cat ~/id_dsa.pub »
~/.ssh/authorized_keys
rm ~/id_dsa.pub

chmod 600
~/.ssh/authorized_keys

*Misto krokd 2,4—6 mizete pouzit ssh-copy-id
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Autentizace SSH

postup na KFE:

© vygenerovani paru verejny + ¢d ~/.ssh/

privatni kli¢ ssh-keygen -t dsa
@ (zapnuti ssh agenta) eval $(ssh-agent)
© pridani soukromého klice ssh-add id_dsa

prihlasovacimu agentovi
© nastaveni verejného kli¢e jako cp id_dsa.pub
akceptovaného authorized_keys

© zabezpecleni chmod 600
~/.ssh/authorized_keys
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Sitové nastroje

ping — testovani spojeni, odezvy

nslookup — DNS preklad adresy

traceroute (tracert) — sledovani cesty paketu

dig — DNS zaznam serveru

write(, mesg, talk) — psani zprav jinym uzivatelim
netstat — otevrena spojeni

ifconfig — nastaveni sitovych rozhrani

ip addr show — nastaveni sité

® 6 6 6 6 o o o o

(finger — informace o uZivateli)

Vyzkousejte

traceroute -n 8.8.8.8
sledovani cesty paketu na verejné DNS Googlu bez prekladu IP adres
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E-mail

@ od pocatku Unixu, pivodné lokalné (/var/mail)
@ zcela nesifrované!

@ pres Internet funguje pouze na newtonovi
klienti

@ mail — plvodni, bez uZivatelského
rozhrani *

]
y:Send az Bbort t:To c:CC s:Subj a:Attach nle
F

@ sendmail — preposilani, .forward
adresy pro preposilani
@ pine, alpine, mutt, ... -— : .
konzolové - s composs agpsen. meg sizes 0.1 duses
@ Mozilla Thunderbird, eM Client,
Outlook, Windows Mail, The Bat!,
SeaMonkey, ... — s GUI

*Pantherfly / CC BY-SA (https://creativecommons.org/licenses/by-sa/4.0)
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Textové editory

@ s GUl — gedit, kedit, kate,
mousepad, geany,

@ konzolové — nano, vim, emacs,

Vi(m):
@ rozsiritelny, dostupny
vysoce funkéni, programovatelny
GUI — gVim
ed — ex — vi — vim

mody: insert, normal, visual

normal: Esc, insert: i, visual: v

*By User:DOktorz (reworked in SVG) [GPL (http://www.gnu.org/licenses/gpl:html)};'via Wikimedia‘Commons

Jan Nikl UNX(AP) — 4. cviceni 2021 10/11


http://www.gnu.org/licenses/gpl.html

Vim

@ uzavfeni/otevieni — :w, :q, :e

@ vyhledavani-/, 7, n, N

@ pohyb kurzoru — w/W, b/B, e/E, N
0/ /8%, gg/G, }/{, : <&islo>

o vkladani—i/I, a/A, o/0, - T
cc/ce/..., dd/de/... ﬁ\E @ @ @1_’
@ oznaceni (visual mode) — v/V, l

y/yy, d/dd, p

e undo/redo — u/Ctrl + r
@ nahrazeni — :%s/textl/text2/g

* Chase Lambert, online from http://vimsheet.com/ (cit. 24.2.2018), under MIT: licence
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